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Who is GEANT? GEANT

" At the Heart of Global Research
GEANT and Education Networking
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G'ANTQ

Network Attacks

GEANT

DDoS Attacks Detected
6000 DDoS by Type of Network
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No of Attacks per Month

April 2015 - October 2015

DNS, NTP, SMTP and other amplification attacks..
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GEANT’s Security Approach GEANT :

Research of New Security Technologies and Approaches

Policies, Procedures, Awareness etc.

Risk Assessment and Planning
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Defending GEANT

MAD
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GEANT
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Defending GEANT

GEANT
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Preventative Controls - Zones

Protected
External
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Preventative Controls — Others

Number of Vulnerable Systems by OS (Corp. Network)
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Number of Vulnerable System by OS

* Asset management
e Areas of attention
* Monthly scans

Others

* UuRPF

* Bogons
* Spoofing
* Etc
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NetFlow Monitoring + ADS

[ overview JER

@& Traffic by flows
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Traffic statistics (2015-10-05 00:00 - 2015-10-15 00:00)

v Priority Flows Average flows Bytes

@ High priority 39.2 M flows 45.327 flows/s 120.0 TiB

2 Medium priority 818.6 K flows 0.947 flows/s 563.8 GiB

2 Low priority 155.4 M flows 179.844 flows/s 1.7 PiB

4 Legitimate traffic 3.6 G flows 4.187 K flows/s 26.6 PiB
[ Tromearme — i nen | danKfows| v

AL B ORI SL PR AL L AL W C LA V) Threats (Aggregated events) (32415)

2015-10-05 00:00 - 2015-10-15 00:00

Communication with blacklisted hosts (BLACKLIST) 45 900 events
Denial of service attack (DOS) 1 986 events
- [@ Telnet anomaly (TELNET) 218 events
Port scanning (SCANS) 20 408 events
Behavior anomaly (ANOMALY) 18 687 events
@ 1CMP anomaly (ICMPANOM) 601 888 events
@ Multicast traffic (MULTICAST) 27 events
() High volume of transferred data (HIGHTRANSF) 306 898 events

FlowMon

* NetFlow v9

* 33 Juniper MXs

* >900M flows per day

* 1:100 sampling rate

* Entry points

* Fan-out for other tools

* Not just anomaly detection tool
e Alerts

* Redundacy?

* Many methods..
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NetFlow Alerts + Automated Tickets = NSHaRP GEANT

CRITICAL ./ HIGH ./ MEDIUM ./ LOW ./ INFORMATION ./

ANOMALY HTTPDICT
DOS

RDPDICT

SSHDICT

TELNET

Based on criticality

Per client basis
Automatic closure
Mainly an NREN service
Daily reports

NSHARP

NETWORK SECURITY HANDLING
AND RESPONSE PROCESS

YVVVYVY

Dear NREN,

We have detected a Communication with blacklisted hosts event affecting your network. All
the information pertaining to it can be found below:

#Start Time: 2015-10-30 00:22:11 UTC
#Protocol: TCP

#Source IP: -110.30

#Target I1Ps: [N .c2.61

#Ports: 56118

#Evidence:

Source IP;Source port;Destination IP;Destination
ort;Protocol;Timestamp;Duration; Transferred; Packets;Flags;Source AS;Destination AS

i. 110.30;80; [ 52.61: 56118;7cP;2015-10-30

00:22:11.419;0;2840000;2000;.A. ... 0

If you wish to reply to this email please leave the subject unaltered so the ticket can b
updated accordingly.

If no response is received, this ticket will be automatically closed after 5 working days

Regards,

GEANT CERT

cert@oc.geant.net (PGP Key ID: 99833085 / Fingerprint: 3CBF F211 8305 635D 5839 BB27 BAGB
F34A 9983 3085)

Phone no.: +44 (0)1223 866 140
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Mitigation
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ACLs— Chain Architecture GEANT

| re0> show configuration interfaces ge-0/2/0.210
description "SRV_GLOBAL INFRASTRUCTURE VLAN210 Test security alerting software | CONTACT:IT@geant.org IMPLEMENTED:20150714";
vlan-id 210;
family inet {
filter {
input-Tist [ PROTECTED_EXTERNAL_HEAD_IN VL210_MIDDLE_IN PROTECTED_EXTERNAL_TAIL_IN ];
output-1ist [ PROTECTED_EXTERNAL_HEAD_OUT VL210_MIDDLE_OUT PROTECTED_EXTERNAL_TAIL_OUT ];

}
address 62.40. Tl :

J
family inet6 {
filter {
input-Tist [ PROTECTED_EXTERNAL_V6_HEAD_IN VL210_V6_MIDDLE_IN PROTECTED_EXTERNAL_V6_TAIL_IN ];
output-1ist [ PROTECTED_EXTERNAL_V6_HEAD_OUT VL210_V6_MIDDLE_OUT PROTECTED_EXTERNAL_V6_TAIL_OUT ];

}
address 2001:798 el ;

Chain architecture

* Head - Middle - Tail
e Auditing

* Troubleshooting

* Deployment
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RTBH GEANT

Statistics

* 6 RTBH-ed destinations
e ~3 billions of packets blocked

Counters reset every week!!

Other

Evange lo nX1.Vv . show Tirewa RTBEH-Ccount UTRS SerVice - Team CYM RU
Cogent RTBH service

Etc.

RTBH-count

Bytes

RTBH-count 2010285515822
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BGP Flowspec - FoD GEANT

fod.geant.net

GEANT enkDemand Language: English~ ederated Login

Mitigate DDoS attacks in seconds

Powered by BGP flowspec
[eX }

What? How? Help?
If you are new to the service, take some time to read the St If you have properly set your Shibboleth attributes, you may proceed For troubleshooting info and remarks do not hesitate to contact GEANT's Helpdesk.
Before asking why? take some time to look at the Service Terms

[ Feder
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FoD WEB GUI

e

GEANT

@ Dashboard

© Rules My rules

© Add Rule

U Firewall Rules
3 Overview

o Admin 20 v records per page
& My profile Showing 1 to 4 of 4 entries
Name

SSH_DISCARD_20150815_S2JEK7

NTP_DISCARD_20150816_G6MLVL

RDP_DISCARD_20150819_BJFYRS

Match

Dst Addr
Src Addr
Protocols
DstPorts

Dst Addr
Src Addr
Protocols
DstPorts

Dst Addr
Src Addr
Protocols
DstPorts

.22
0.0.0.0/0
tep
2

.G
0.0.0.00
udp
123

I 0532
0.0.0.0/0

tcp

3389

DEACTIVATED

Then $ Status ¢ Applier < Expires
discard ACTIVE fod (GEANT) 2015-08-22
discard ACTIVE fod (GEANT) 2015-08-24
discard =3 fod (GEANT) 2015-08-24

Successfully committed

Successfully committed

Successfully committed

Previous - Next

Actions s

23
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Demo Time!
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Under the hood — Current Status

NSHaRP / other
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Upgrade — Future Plans

NSHaRP &

RepShield
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Lessons Learned
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i Alert sharing system
Firewall Reputation —— -
G ;
on demand Shield —> Incident reports
———> Firewall rules
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What do YOU think?

What do YOU think?
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Q&A
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Thank you

GEANT Information & Infrastructure Security Team

Evangelos.Spatharas@geant.org

GEIA‘/NT/7
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