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Network FW  DNS Traffic shaping
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What the F5 does?
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Berlin Wal

Do you (still) remember 19897

Sir Tim Berners-Lee basically invented the Internet
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e World Wide Web projec

Iron Curtain wa
WORLD WIDE WEB

The WorldWideWeb (W3) is a wide—area hypermedialll information retrieval

initiative aiming to give universal access {o a large universe of documenis.
Everything there is online about W3 is linked directly or indirectly to this
document, including an executive summary(Z] of the project, Mailing lists[3] ,

Policy[4] , November’s W3 news[S] , Frequently Asked Questions[B] .

What’s ocut there? Pointers to the world’s online information,

(7] subjects[8] , W3 serverslS], etc.

Helpl10] on the browser you are using

Software A Llist of W3 project components and their current
Productsl[i1] state. (e.g. Line Model[12] ,X11 Violal13] ,

NeXTStep[14] , Servers[13] , Tools[16] , Mail
robotl17] , Library[18] )

. £ Technicall18] Details of protocols, formats, program internals
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Home | News | Products | Services | Solutions | About IBM ShoplBM Support Download
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Search
Y Jobs@F5 Online Ordering Sales Contacts Search Feedback lm ters | International | AboutOurSite |

Join the Microsoft Office 2000 Preview Program

P Y
| 2 - You'll receive a pre-release version of Office 2000
nan aS p Q Store | iReview | Bl’eakmg News Premium, extensive evaluation materials, and access to
NIe - 4 ' private product support newsgroups. The Consumer

Hot News Hiring Hardware Software Preview Program is for Office enthusiasts and the
ns F5 mm P‘m P'.. Corporate Preview Program is for IT professionals.
Cun s Solutio S Room A

Pre P — v & Thinking Globally: How Microsoft
’ Localizes for the Web
Wel Cable Industry

Eve FoxiSiant Seethe se Applications with ® Schools: Tune in to Y2K

Pub @ ::: m We ke e P ' C O m O n o 6.0 Interactive Teleconference on

Dec. 7

@ Read About the Microsoft Trial
Holiday Gift Finder

Somul We L

Ensure Success Our Free E-Mail Microsoft and the
freedom to
Innovate.

‘ lly version of the home
1“ e What's your epinion?

‘ear 2000
Compliant
Investor
Relations

Search o0

(o)

i Monday, November 30, 1998
J8oft Corporation. All rights reserved. Terms of Use Privacy Policy

hine geared toward the enterprise, the WorkPad
ange synchronization.

Product Catalog Sales Contacts Search

: . -V, - e /J'
iMovie for Your Mac. edia 2.0. The second release of the plug-in-free Java

Copyright © 1999, F5 Networks, Inc. All rights reserved. se clicks.
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SME.sk Zfavy Zoznamenie Reality Dovolenky Pizza Restauracie Recenzie Inzeraty Naniémama Nakupy w Predplatit' od 0,99 € Prihlasenie

Na zlepSenie nasich sluzieb pouZzivame cookies. O ich pouzivani a moznostiach nastavenia sa méZete informovat blizsie tu. (0]

) N . 28. 2016, i 3 Sor
iOS aplikacia SME.sk pre 6‘) Zoznamujte sa zadarmo na marec meniny ma sond

vietky zariadenia dvaja.sme.sk

°ME.SK TERAZ DOMOV REGIONY EKONOMIKA SVET KOMENTARE SME+ KULTURA SPORT TV AUTO TECH ZENA ZDRAVIE BLOG Q HLADA)

D NS Stats ysledky volieb 2016 Rokovania o vytvoreni viady Utoky v Bruseli Utecenecka kriza Prezidentské volby v USA POST.sk

Topic / Item v Count
v Total Packets 314 SVET EKONOMIKA SPORT 4hod 24hod 7dni SME+ EN

v rcode 314 . Cinsky prezident Pozrite si vtipné reklamné  Slovéakov ¢aka klacovy
No error 314 y pricestoval na statnu videa so znamymi zapas, chcu vyuZit vietky )
navitevu Ceska pretekarmi zbrane. Aj provokacie 1. Belgicky cyklista zomrel po pade v

opcodes 314 pretekoch, ktoré vyhral Sagan 14 873

Standard query 314 Britaniu a Francuzsko Pocet cudzincov Neviem, ¢i mi volal Zidane.
zasiahla burka Katie, pracujucich na Slovensku Nezname cisla neberiem, 2.Slovensko ma najlepsiu vladu v stredne;j

Query/Response 31 Londyn rusil lety rastie tvrdi Hamaik
Response 157
Query 157

Query Type 314 >ugger [# style Editor | @ Performance ) [ O @ x

A (Host Address) 314 Domain Type Transferred i10.24 s {15365 i 20.48s {25608 [«
Class 314 &Im=0&ts=14... ic.tynt.com gif 0.03 KB B —370ms

IN 314 sc.tynt.com js 0.09 KB | - 118 ms

v Response Stats 0 - de.tynt.com js 0.00 KB o 37ims
no. of questions 157 track.deepattention.com html — B 1258 Ins
no. of authorities 157 track.deepattention.com plain — B _ 366 ms

pvSie spravy na Sme.sk > m Ukazat ~

no. of answers 157 track.deepattention.com html = | —168 ms
no. of additionals 157 track.deepattention.com plain | —94ms

yliGhJkijwHr track.deepattention.com html — 155 ms

55 Js Fonts Images Media Flash Other O 233 requests, 5,285.81KB| 27.73 s Clear




DDoS Against DNS - types of attacks

* DNS Floods
 Amplification attacks
* DNS Cache Poisoning
* NX Domain

* DNS Tunneling
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f http://www.securityweek.com/real-story-
B behind-kate-upton-nude-ddos-attack

.~\ 4 H The Real Story Behind the Kate Upton Nude
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http://www.securityweek.com/real-story-behind-kate-upton-nude-ddos-attack

Case study 2

NXDOMAIN DDoS: DMARC

 Domain-based message authentication, reporting, and conformance (DMARC)
IS @ mechanism for improving mail handling by mail-receiving organizations.

 The _dmarc DDoS attack vector is interesting in that it makes use of Google’s

and Yahoo's legitimate DNS servers to launch a DDoS attack on another

entity’s DNS infrastructure

|Protocol Lenc a | Info

128 Standard
128 Standard
123 Standard
123 Standard
120 Standard
120 Standard
120 Standard
120 Standard
120 Standard
120 Standard
116 Standard
116 Standard
113 Standard
113 Standard
113 Standard
113 Standard
113 Standard
113 Standard
113 Standard
112 Standard

query Oxé66ad
query ©xa98b
query ©x90bo
query ©xbd4e
query 0x287f
query 0xeb48
query ©xb3ed
query ©@x96e7
query 0x38el
query 0x200b
query ©x2aed
query ©@x51fa
query 0x3970
query ©x7bdd
query ©x1d3c
query 0xe803
query ©xa300
query ©@xal4c
query 0x4048
query 0xb658

TXT _dmarc.
TXT _dmarc.
TXI _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.
TXT _dmarc.

.bqy0@d73.v575.1xn3v.2powr3.tgov575.myds.
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fwz3.c52hhq7.fwz3.g531g. kiwkrf.uaqfwz3d ==—=——==— com
fwz3.c52hhq7.fwz3.g531g. kiwkrf.uagfwz3d .==——=—=.com
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Case study 3
Tierl operator in Western Europe - Telco Core architecture

Access
D Network

Mobile ‘% - Partner
Client = Networks

Security
Proxy

AFM & DNS provides =
DNS scale & security PNs







F5 Carrier Class Network Firewall

HIGH PERFORMANCE / SCALABLE / HIGH AVAILABILITY / PROGRAMMABLE / CONSOLIDATION OF NETWORK
FUNCTIONS

Comprehensive Purpose-built & Virtual Appliances

Highly Scalable & Manageable

~_ ©® |
¢O4‘= Standards & Protocol Support
@ Consolidation of Network Functions

Provides
Multi-Layer
Security
Protection




Integrated Firewall + CGNAT

Traffic
distribution NAT44 — NAT64

Private
IPv4 IPv4

CGNAT

AOLL/ASEE :DPUb6”C | Internet
\

Time

UNPRECEDENTED SCALE AND GRADUAL TRANSITION FROM IPV4
PERFORMANCE CGNAT TO IPV6 GLEW INVESTMENT PROTECTION




Ce:se study 1 _
Tierl Operator in Western Europe -

Carrier-Grade FW

Starting position
 More than 70% traffic growth YoY operator’'s needs
* Issues with existing supplier : Performance, Bugs, Concurrent sessions, Logs

Requirements
e FW and CGN for 60G of Traffic

 DDOS protection F5 solution:

* 15 millions pps Blades B2250 + FW License
e 45 millions simultaneous flows

280k cps

* High speed Log



Case study 1

Tierdl Operator in Western Europe - Carrier-Grade FW

Intelligent CGNAT
4 DNS Network

Trafﬂc Services Firewall and IP.V6
Steering Migration

TCP IP
Optimization f intelligence

Customer Scenarios

Centralized Management

Mobile Users

Applications/Enterprise
Data Center

Telco Core Network

Simplification

A

Core Functionality

Full Prox Massive 30+ DDoS @ Application Unified Dynamic
Fixed Users y Scalability Vectors Visibility Platform and Flexible

Professional Services and Support

NFV Ready

Internet/Cloud
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